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ANTHEM CYBER-ATTACK UPDATE 

FREQUENTLY ASKED QUESTIONS 
 

 

Is Blue Shield of California part of this? Has my personal data been compromised? 

Anthem Blue Cross is separate and independent from Blue Shield of California. Anthem is 

currently conducting an investigation to determine the impact and scope of the incident. 

However, some Blue Shield of California members could be affected due to various 

collaborative agreements between Blue plans throughout the country. 

 

Why would Anthem have Blue Shield of California member information?  

Blue Cross and Blue Shield plans across the country work together through the BlueCard® 

Program to provide access to care for members who live or travel to other plans’ service 

areas. This includes the sharing of claims data when members access care in another 

state.   

 

Do we know which Blue Shield of California members were affected? 

We are in the process of analyzing the data Anthem has been able to share with us 

relating to the breach. While sorting through the files will take some time, early indications 

are that a relatively small number of Blue Shield of California members were affected.  

 

What member information was compromised? 

Anthem has indicated that the information accessed may have included names, dates of 

birth, Social Security numbers, healthcare ID numbers, home addresses, email addresses, 

and employment information including income data. Anthem has also said they have no 

reason to believe credit card or banking information was compromised, nor have they 

seen evidence that medical information – including claims, test results, or diagnostic 

codes – was targeted or obtained.  

 

Does this mean the Social Security numbers for Blue Shield members who accessed care 

out of state are affected? 

It is too soon to tell. Some records do contain Social Security numbers, while others do not. 

Our early analysis indicates that very few Social Security numbers of Blue Shield of 

California members were obtained. 

 

Are Federal Employee Program® members affected? Are their Social Security numbers or 

other identifying information compromised? 

Blue plans across the country work together to administer the Federal Employee Program 

(FEP). We will let you know when we have more information from Anthem regarding FEP 

member exposure, but we believe the impact is minimal. 

 

How would you notify customers and members if you were cyber-attacked? 

We are working with BCBSA and Anthem to determine how any notifications will occur, 

and we will make all notifications in the time and manner required by applicable law.  
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What protections are available to those members determined as affected? 

Anthem has announced today that the company will provide two years of credit 

monitoring and identity repair services to all current and former Blue Cross and Blue Shield 

members affected by the cyber attack. This includes current and former Blue Shield of 

California members impacted by this incident who have never had coverage with an 

Anthem plan. 

 

How do I know if I am eligible for the free credit monitoring? 

Anthem has indicated that the identity repair and credit monitoring services will be 

available to any Blue plan member. The monitoring services are available for two years. 

Additional layers of protection include identity repair assistance, child identity protection, 

identity theft insurance, fraud detection, and phone alerts. 

 

When and how can members sign up for credit monitoring? 

Anthem will release details and begin taking requests for credit monitoring on Friday, 

February 13. Information will be posted on www.anthemfacts.com.  

 

How do I know my information is secure with Anthem’s credit monitoring service? 

Anthem reports that the vendor selected has an A+ rating with the Better Business Bureau 

and a solid reputation in the marketplace.  

 

Was the credit-monitoring offer in response to pressure from state Attorneys General? 

Anthem has indicated that the company has worked to arrange for credit monitoring and 

identity theft protection services since the cyber attack was first discovered.  

 

What is Anthem doing to raise awareness about these services? 

In addition to communicating directly with its members, Anthem is also alerting its network 

of brokers and the media about this announcement. 

 

Which Anthem plans were affected by this data cyber attack? 

Impacted plans include Anthem Blue Cross, Anthem Blue Cross and Blue Shield, Blue Cross 

and Blue Shield of Georgia, Empire Blue Cross and Blue Shield, Amerigroup, Caremore and 

Unicare. 

 

Has Blue Shield of California had any recent cyber attacks?  

Blue Shield of California IT systems remain unaffected by the Anthem data breach. As we 

continue to gather information, in conjunction with BCBSA, safeguarding the security of 

our systems and our members’ data remains our number one priority. 

 

How does Blue Shield of California protect member data? 

We constantly monitor and assess our environment to prevent a data breach like this from 

occurring at Blue Shield. For the protection of our members, we are unable to provide 

further details on our security systems. 
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